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1. Introduction

This application note is targeted to any manufacturer wishing to develop a system based on the
LoRaWAN™ wireless protocol stack. Its aim is to provide guidance on the MCU requirements as well
as the connection between SX126x or SX127x chips and the MCU.

2. Module MCU Requirements for SX127x

Table 1: Module MCU Requirements for SX127x

Parameter Minimum Settings Recommended Settings
MCU RAM 8KB' 16 KB
MCU Flash 128 KB' 256 KB
AES 128 bits AES decryption in software Secure Element ?
Radio DIOs connected to MCU IRQ inputs DIOO, DIO1, DIO2 D100, DIO1, DIO2, DIO3
SPI (4 wires: SCK, MOSI, MISO, NSS) Mandatory
IEEE 64-bit Extended‘ Unique Identifie'r Mandatory *
EUI-64 (OULI: 24 or 30 bits, SN: 40 or 34 bits)

1. These parameters are only recommendation for the standalone LoRaWAN™ for Classes A, B and C and basic
application. Depending on the integration level, the minimum memory size could be higher or lower.

2. The LoRaWAN™ Specification V1.1 mandates the use of a secure element to perform multicast downlink actuation.
For other situations, the Secure Element is a nice to have.

3. The RTC should be able to handle sub-seconds. Otherwise, the RTC should be used in conjunction with another
timer to have a sufficient resolution. A resolution of approximately 1 millisecond is recommended.

4. The EUI-64 can be obtained directly from the Secure Element (if used). Nevertheless, the application is free to use
whichever EUI-64 as long as its uniqueness is guaranteed.
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3. Radio DIO used by LoRaWAN™ for SX127x

Table 2: DIO Usage for SX127x in LoRa® and FSK

DIO Pin LoRa® Parameter FSK Parameter
DIOO TxDone, RxDone TxDone, RxDone
DIO1 RxTimeout FifoLevel
DIO2 - SyncAddrDetect
DIO3 ValidHeader ' -

DIO4 - -
DIO5 - -

1.

Reserved for future use. The radio DIO must be connected to IRQ input lines of the MCU for good operation of

LoRaWAN™.
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4. Module MCU Requirements for SX126x

Table 3: Module MCU Requirements for SX126x

Parameter Minimum Settings Recommended Settings
MCU RAM 8KB' 16 KB
MCU Flash 128 KB' 256 KB
AES 128 bits AES decryption in software Secure Element 2
Radio DIOs connected to MCU IRQ inputs BUSY, DIO1
SPI (4 wires: SCK, MOSI, MISO, NSS) Mandatory

RTC (32.768 kHz XTAL) 3

Recommended for
accurate time keeping

Mandatory for Class B nodes
and FUOTA

IEEE 64-bit Extended Unique Identifier
EUI-64 (OUI: 24 or 30 bits, SN: 40 or 34 bits)

Mandatory *

1. These parameters are only recommendation for the standalone LoRaWAN™ for Classes A, B and C and basic
application. Depending on the integration level, the minimum memory size could be higher or lower.

2. The LoRaWAN™ Specification V1.1 mandates the use of a secure element to perform multicast downlink actuation.
For other situations, the Secure Element is a nice to have.

3. The RTC should be able to handle sub-seconds. Otherwise, the RTC should be used in conjunction with another
timer to have a sufficient resolution. A resolution of approximately 1 millisecond is recommended.

4. The EUI-64 can be obtained directly from the Secure Element (if used). Nevertheless, the application is free to use
whichever EUI-64 as long as its uniqueness is guaranteed.
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5. Radio DIO used by LoRaWAN™ for SX126x

Table 4: DIO Usage for SX126x

DIO Pin Usage
BUSY Mandatory
Used to indicate if the radio is ready to accept a new command
DIOT Mandatf)ry
Used as generic IRQ flag
Optional
DIO2 Can either be used as a generic IRQ flag
or to control an external RF Switch
Optional
DIO3 Can either be used as a generic IRQ flag or to power supply a TCXO.
The TCXO is therefore powered and
switched on or off directly by the radio

1. The radio DIO must be connected to IRQ input lines of the MCU for good operation of LoRaWAN™.
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6. Revision History

Version

Date

Modifications

December 2017

Addition of Requirements for SX126x
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7. Glossary

AES
DIO
EUI
FUOTA
HW
IEEE
IRQ
LoRa®
MCU
MISO
MOSI
NSS
Ooul
RAM
RTC
SCK
SN
TCXO
XTAL

Advanced Encryption Standard

Digital Input / Output

Extended Unique Identifier

Firmware Upgrade Over The Air

Hardware

Institute of Electrical and Electronics Engineers
Interrupt Request

Long Range Communication

Microcontroller Unit

Master Input Slave Output

Master Output Slave Input

Slave Select active low

Organizationally Unique Identifier
Random-Access Memory

Real-Time Clock

Serial Clock

Serial Number

Temperature-Compensated Crystal Oscillator
Crystal
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Important Notice

Information relating to this product and the application or design described herein is believed to be reliable, however such information
is provided as a guide only and Semtech assumes no liability for any errors in this document, or for the application or design described
herein. Semtech reserves the right to make changes to the product or this document at any time without notice. Buyers should obtain
the latest relevant information before placing orders and should verify that such information is current and complete. Semtech warrants
performance of its products to the specifications applicable at the time of sale, and all sales are made in accordance with Semtech’s
standard terms and conditions of sale.

SEMTECH PRODUCTS ARE NOT DESIGNED, INTENDED, AUTHORIZED OR WARRANTED TO BE SUITABLE FOR USE IN LIFE-SUPPORT
APPLICATIONS, DEVICES OR SYSTEMS, OR IN NUCLEAR APPLICATIONS IN WHICH THE FAILURE COULD BE REASONABLY EXPECTED TO
RESULT IN PERSONAL INJURY, LOSS OF LIFE OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. INCLUSION OF SEMTECH PRODUCTS
IN SUCH APPLICATIONS IS UNDERSTOOD TO BE UNDERTAKEN SOLELY AT THE CUSTOMER'S OWN RISK. Should a customer purchase or
use Semtech products for any such unauthorized application, the customer shall indemnify and hold Semtech and its officers,
employees, subsidiaries, affiliates, and distributors harmless against all claims, costs damages and attorney fees which could arise.

The Semtech name and logo are registered trademarks of the Semtech Corporation. The LoRa® Mark is a registered trademark of the
Semtech Corporation. All other trademarks and trade names mentioned may be marks and names of Semtech or their respective
companies. Semtech reserves the right to make changes to, or discontinue any products described in this document without further
notice. Semtech makes no warranty, representation or guarantee, express or implied, regarding the suitability of its products for any
particular purpose. All rights reserved.

© Semtech 2017

Contact Information

Semtech Corporation
Wireless & Sensing Products
200 Flynn Road, Camarillo, CA 93012
E-mail: sales@semtech.com
Phone: (805) 498-2111, Fax: (805) 498-3804
www.semtech.com
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